
Vol III - IPSec-based VPNs
Approximate duration: 1.25 hours

Defining a VPN—A look at the various VPN models including Frame 
Relay, MPLS, PPTP, L2TP (voluntary and compulsory modes), and 
IPSec.
IPSec from 5000 feet—Main features of IPSec: Encryption, Authen-
tication, Key Management, and Security Associations.
A Primer on Encryption—Hacking encrypted messages; IPSec 
encryption based on XOR (the Exclusive-Or); Symmetrical vs. 
Asymmetrical keys.
AH Protocol Details—Authentication Header’s main functions, MDs 
compared to MACs and HMACs; Inside the AH header; Authenti-
cation protocols SHA-1, MD5.
ESP Protocol Details—ESP’s main functions; ESP header & trailer 
details; Encryption protocols DES, 3DES, AES. 
Transport Mode Operations—Portions of IP datagram authenticated 
in Transport mode; Portions of IP datagram encrypted in Transport 
mode.
Tunnel Mode Operations—Portions of IP datagram authenticated in 
Tunnel mode; Portions of IP datagram encrypted in Tunnel mode.
Internet Key Exchange—An overview to IKE; The Diffie-Hellman 
method algorithm explained; IKE Security Associations (SAs)
Creating Secure Tunnels—IKE Phase I-Main Mode; Establishing an 
IKE SA; IKE Phase II-Quick Mode; Split tunnels; IKE Aggressive 
Mode: advantages and disadvantages.

To meet the demand for clear, just-in-time training, EllisTalks 
has developed a video series on the hottest topics in net-
work communications. 

Filmed in studio, in network broadcast quality, EllisTalks 
has devoted rigorous attention to making the information 
easily accessible and digestible.

You will not find a more clearly and accurately presented 
networking series on video.

“Excellent.... I look forward to attending 
more seminars or courses presented by 
Chris. Excellent! I’m glad I attended.”

– Gordon Galletti, Nortel Networks

“Chris is an excellent presenter—great con-
tent!”
– Les Desousa, Ontario Lottery and Gaming Asso-

ciation

“Chris Ellis is a very good speaker, he knows 
how to get the attention of his audience.”

– Hudon Alexandre, Hyperchip Inc.

“Chris uses a lot of good analogies—high-
ways, health clubs, and post offices all make 
his points clearer and more interesting”

– Walton Loke, Nortel Networks

“Excellent presentation, knowledge, and 
analogy—I would listen again.”

– Bill Cameron, Nortel Networks
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